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What is a firewall and what do we use it for?

A firewall is a middleman between an unprotected and protected network.  It allows only certain traffic to flow through the network that the user and/or administrator specify.  The basic idea is to prevent intruders from accessing important data in the organization or home.  Firewall software is a barrier of code between your personal computer and the Internet.  The software decides whether data is allowed to pass in or out from your computer by examining each packet of data as sent or received. 

One would use a firewall to secure themselves from rest of the world.  Corporations and individual users need to protect their computers and the data in the computer.  

Modern Features of Firewalls

Caching – Can help decrease network traffic.  The application saves data on the system 

and when a computer on the network calls for the same data, the application 

returns that data in the cache thus reducing network traffic.

Address Translation – Only exposes it’s own network address to the world, but allows


for system administrators to create internal networks that the outside world can’t 

tap into.

Content Restriction – Only allows certain content to come through the network.  

Prohibits certain kinds of data from leaving and entering the network.  It does this 

by keywords in the data that is sent and received.

Technical Aspects

Advanced Authentication – This method allows for a higher level of authenticating 

users on a system.  Some algorithms used for authentication can be easily hacked 

by others once they find out what the algorithm is.  With a firewall with advanced authentication, this can give the organization or user an additional line of security.

Policy – Set rules for the network to use.  Allow only certain users to enter and exit the


network.  Or allow all users to exit and enter, but deny certain users access.

Packet Filtering – Basically the firewall will look at header information in the packet 

and determine whether to accept or reject the packet based a set of rules defined by an administrator.

Application Gateways –  Deny or allow access based on the information that an 

application wants to accomplish.  EX:  HTTP request that is sent to application 

gateway and is either rejected or accepted.

How does a Firewall Work?

Internet communication is accomplished by the exchanging data called packets between two parties.  Packets have a source address and a destination address, and when a message is sent successfully, an acknowledgement packet is sent from the receiver to other party.  If there was an error, the packet either has time-out or a acknowledgement packet that indicates there is a problem will be sent.  

Each packet also contains information such as the internet protocol address, port number, and other various header information from the originating machine. Thus, the receiver will always know where the sender originates. Opening a port requires your computer to fulfill a request from the other computer that wants access to your computer through that port.   If the arriving packet is simply ignored, that port of your computer will disappear from the Internet not giving anyone access to your computer.

What does this mean? 

A firewall inspects every packet of data as it arrives at your computer before it is accessed by other applications on the computer.  But the real power of a firewall is its ability to select what to let in your computer or let out of your computer.  A firewall has the ability to filter out content based on many different types of criteria.  One important piece is the IP address.  A firewall allows only certain IP addresses to enter its domain, and conversely, the firewall can also prevent the user from accessing certain IP addresses.

Another is allowing certain applications to access the network.  This is called application-level filtering.  A firewall permits certain applications such as internet explorer and a telnet client to operate on the network, but denies access to FTP-clients and peer-to-peer sharing programs like Napster.

When do you need a Firewall? 

You need a Personal Internet Firewall if:  

· Your computer's files need to be accessed remotely across the Internet. 

· You are operating any sort of Internet server such as Personal Web Server. 

· You use any sort of Internet-based remote control or remote access program such as PC Anywhere, Laplink, or Wingate. 

· You want to properly and safely monitor your Internet connection for intrusion attempts. 

· You want to preemptively protect yourself from compromise by "inside the wall" Trojan horse programs like NetBus and Back Orifice.  

Answer these questions:

Do we want to limit users to certain websites?

Do the users need FTP, TELNET, access?

Should we allow certain ports to have incoming and outgoing traffic?

Do we need to monitor traffic on certain TCP ports?

Do we have important data on the system that we want to keep safe?

What kinds of firewalls are there?

· Software-based firewalls

· Mcafee Personal Firewall, BlackIce Defender

· Hardware-based firewalls

· Cisco PIX Firewall 506, 3com Superstack 3 Firewall

· Some hardware networking devices come with basic firewall functions on the device.

· Cable/DSL routers with firewall capabilities

· Some applications give you choices of which things you can allow in and out of your system.  

· Net Nanny, CleanWEB, Bess

Disadvantages of Firewalls

Firewalls have many advantages, however, there are also some disadvantages to consider when installing a firewall on your system.  The first one to consider is access restrictions.  A firewall will more than likely block services that users want, such as Telnet, FTP, NFS, etc.  The problem here is that network access could be restricted at the server level.  The solution is for the company to implement a well-planned security policy that balances security requirements with user needs, so this problem can be minimized.

The next disadvantage is the problem for hackers to get through by means of modem access.  If you have any unrestricted modem access, hackers can potentially use this access to bypass the firewall.  Technology today has modems running faster than ever too with SLIP (Serial Line IP) and PPP (Point-to-Point Protocol).  If you have either one of these two connections, this can also be a hazard to watch out for.

The last disadvantage is the risk of inside attacks.  It’s not a safe assumption to assume that a firewall can provide protection from inside attacks.  A firewall can prevent outsiders from obtaining confidential data, but it does not necessarily prevent an insider from copying files or stealing information.  If you are going to invest in a firewall, you’ll want to also invest in eliminating the door for inside attacks as well.
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